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ASSEMBLY MEETING – November 8, 2019
▪ Welcome 
▪ Call to Order
▪ Roll Call
▪ Approve Agenda
▪ Approve Minutes of April 2019 Assembly Meeting
▪ Approve October 2019 Financial Reports
▪ Financial Update
▪ Finance Review Committee Recommendations

▪ Approve Membership Fee Structure – beginning FY21
▪ Student/EMIS Services
▪ Fiscal Services
▪ Security Update – Best Practices – Option for Districts
▪ Network Services
▪ Adjourn



Financials for Approval



FINANCIAL UPDATE – Brian Stidham, Treasurer

A Look Back at FY2019 - All Funds
Beginning Balance $1,322,621.24
Revenues $3,156,428.86
Expenses $3,470,767.83
Projected Ending Balance $1,008,282.27

Unique to FY2019
* Purchase of Bev Rd. location
* Continual work to limit expense increases and reduce costs



Looking at FY2020
-Continue re-evaluating products and services renegotiating 
with vendors to maintain or reduce costs whenever possible

-Continue to seek out additional revenue sources which exceed 
initial set up costs in a fairly short time frame

Projections for FY2020 All Funds
Beginning Balance $1,008,282.27
Revenues $3,155,111.20
Expenses $3,110,500.09
Projected Ending Balance $1,052,893.38
Less Fiber Fund Balance $201,150.83 (Recommendation)

Unreserved Balance $851,742.55



Known increases to ACCESS costs
Expenses below are typically absorbed by ACCESS and are not 
individually billed to districts (Part of bundled Other Services or 
general expenses)

▪Progress Book Suite - $0.25 per student

▪Fiscal Software - $.50 per student  (Classic or Redesign), approx. 
$25,000

▪Library Services, model changed per library

▪Pole Attachments – fluctuate based upon the public utilities 
commission, recently more than doubled from previous 
calculations due to change in law



Finance Committee Recommendations
▪Maintain a carry over balance of approximately 1 million dollars to meet the needs while 
waiting for E-rate approvals to come through each year excluding the set aside for fiber 
maintenance/replacement needs 

▪Transfer of $100,000 each year to cover fiber maintenance/replacement due to aging fiber

▪Look to more frequent increases of 1%-2% every year or two rather than waiting longer for 
higher fee adjustments

▪Recommend annual meetings prior to the fall assembly meeting to review the current and 
projected financial status and evaluate the need for smaller increases more frequently

▪Annual Internet fees that are based upon district population - increasing from $35 to $39 per 
ADM

▪ Increase cap calculation from $23 to $27

▪ Increase ESC fixed Internet fee from $4,000 to $5,000 per year



Proposed Forecast



Proposed FY21 Menu of Services for Members



Student/EMIS Update
▪ProgressBook Suite / now part of frontline education 

▪State Committees
▪ Gretchen Martin – StudentInformation Advisory Committee (SIAC)
▪ Ruby Stiles – AdHoc Report Committee

▪ Becky Sabino – Vendorlink Committee

▪ Diane Fabian – EMIS Professional Qualifications and Development Workgroup

▪EMIS Advisory Council
▪ EMIS Professional Qualifications and Development Workgroup

▪District EMIS Team 
▪ EMIS reporting starts at Registration
▪ Student/EMIS Training Opportunities



Student/EMIS - ODDEX
Application provided by ODE that allows the verification and exchange of data once a student/data is 
submitted to ODE.

Accessed through the                     portal.
▪Not only for EMIS Coordinators!

▪ Superintendents, Treasurers,  Principals, Counselors, Special Education Staff, Test Coordinators, etc.

▪ Roles granted via OEDS

▪What’s available within ODDEX?
▪ SOES – Community School Funding

▪ SCR – Student Cross Reference Application

▪ Records - Student
▪History

▪ Special Education 

▪ Assessments

▪Grad Cohort

▪ CCP – College Credit Plus

▪ Tuition
▪ Calendar



Student/EMIS – ODDEX – Records – History



Student/EMIS – ODDEX – Records – Special Education 



Student/EMIS – ODDEX – Records – Assessment



Student/EMIS – ODDEX – Records – Grad Cohort



Fiscal Services

▪Focus continues to be on migrating districts to the Redesign Software

▪Trainings continues on a quarterly basis for the redesign software

-Up to 10 ACCESS districts operating in the live environment

South Range Crestview

Sebring Leetonia

Canfield Columbiana County ESC

Mahoning County HS United

East Liverpool Lowellville



Fiscal Services (cont.)
- ACCESS Districts preparing for migration with tentative go-live dates 

- Springfield – December 2019
- East Palestine – December 2019
- Wellsville – December 2019

- Next wave districts with Go Live Dates between January 2019 and June 2019
- Austintown
- Beaver
- Campbell
- Columbiana Exempted Village
- Mahoning county Career & Technical Center
- Salem
- Struthers (potentially, actual live date TBD)

By the end of FY2020, 19-20 districts should be live on the redesign software.
The target completion date for all ACCESS districts to migrate is by October 1, 2021.  



Security
▪ACCESS 
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[bookmark: _Toc394042349]Computer Incident Response
Introduction and Overview

When a privacy or information security incident occurs, it is imperative that the district follow documented procedures for responding to and processing the incident. The Incident Response Plan is intended to contain the procedures and plans for such incidents when they occur. The Plan will be in both hard copy and electronic formats and will be readily available to any standing member of the IRT team.


Typical activities for discovery and the immediate response to the data breach include the following: 

Conduct investigations and forensics to determine the root cause of the data breach:

1. Determine the probable victims of the data breach

2. Organize the incident response team

3. Conduct communication and public relations outreach

4. Prepare notice documents and other required disclosures to data breach victims and regulators Implementing call center procedures and specialized training 

The following are typical activities conducted in the aftermath of discovering the data breach:

1. Audit and consulting services 

2. Legal services for defense 

3. Legal services for compliance 

4. Free or discounted services to victims of the breach 

5. Identity protection services 

6. Lost customer business based on calculating customer churn or turnover 

7. Customer acquisition and loyalty program costs 

The following are typical costs associated with a data breach:

1. Direct cost – the direct expense outlay to accomplish a given activity. 

2. Indirect cost – the amount of time, effort and other organizational resources spent, but not as a direct cash outlay. 

3. Opportunity cost – the cost resulting from lost business opportunities as a consequence of negative reputation effects after the breach has been reported to victims (and publicly revealed to the media).


[bookmark: _Toc394042355]SECTION 1
Privacy/Security Event Initial Triage Checklist

1) Incident Response Team: Assemble Incident Response Team (IRT) in response to an actual or suspect event/incident. Meet daily if necessary with priority over other work, possibly requiring after-hours activities.

2) Secure data: Secure data and confidential information and limit immediate consequences of the event. Suspend access and secure/image assets as appropriate, e.g. harden or disable system or contact internet search engines if appropriate to clear internet cache. 

3) Data elements: Determine the types, owners, and amounts of confidential information that were possibly compromised.

4) Data source: Identify each location where confidential information may have been compromised and the business owner of the confidential information. 

5) Scope and escalation: Confirm the level and degree of unauthorized use or disclosure (includes access) by the named or unidentified individuals or threats. 

6) Number of individuals impacted: Determine the number of individuals impacted. The number may implicate breach notification requirements, e.g. individual or media notice. 

7) Discovery date: Determine the date the agency or contractor knew or should have known about the event/incident.

8) Management alert: Advise appropriate internal management.

9) External communications, as required: Advise external contacts, such as legislative leadership, the Office of the Inspector General, the Office of the Attorney General, law enforcement, outside counsel, and regulatory authorities. 

10) Investigate: 

a. Interview: Identify and interview personnel with relevant knowledge, e.g., determine whether and by whom access may have been approved, who discovered the risk, etc.

b. Documents: Gather and review contracts and provisioning documents (documents authorizing access or restricting use or disclosure).

c. Root Cause Analysis: Prepare RCA which describes why the event occurred, what business impact it had, and what will be done to prevent reoccurrence. 

d. Event and Threat Impact Analysis (see section on Event Threat and Impact Analysis below).

11) Mitigation: Revise policies, process, or business requirements, sanction workforce, enforce contracts, etc. to reduce the likelihood of event reoccurrence. Set timeline and assign responsibility to ensure accountability. Follow-up to ensure corrective action initiated and completed on time or decision to accept the risk of reoccurrence, and report appropriately. 
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Event Threat, Impact Analysis, and Escalation Criteria

The investigation of the incident/event should include an Event Threat and Impact Analysis in order to categorize the impact of the event on the organization. Once the event’s impact level is understood it may be appropriate to escalate the incident response and contact other entities.

[bookmark: _Toc394042357]2.1	Event Threat and Impact Analysis

The National Institute of Standards and Technology (NIST) Special Publication NIST 800-61, Computer Security Incident Handling Guide, provides advisement on prioritizing the handling of security incidents. These incidents may be applicable to computer systems as well as paper or other media. Per NIST 800-61, section 3.2.6 (Incident Prioritization) relevant factors for event threat and impact/escalation criteria include: 

Functional Impact. Incidents targeting IT systems typically impact the business functionality that those systems provide, resulting in some type of negative impact to the users of those systems. 

Information Impact. Incidents may affect the confidentiality, integrity, and availability of the organization’s information.

Recoverability. The size of the incident and the type of resources it affects will determine the amount of time and resources that must be spent on recovering from that incident. 

While there is no single model for determining event impact, the below tables provide guidance on defining impact to organization systems, organization information (business impact), and organization ability to recover from an event (possible responses). Organizations should consider each category to assure proper response and recovery from these events. 

Table 2.1: Examples of functional impact categories

		Category

		Definition



		None

		No effect to the organization’s ability to provide all services to all users.



		Low

		Minimal effect; the organization can still provide all critical services to all users but has lost efficiency.



		Medium

		Organization has lost the ability to provide a critical service to a subset of system users.



		High

		Organization is no longer able to provide some critical services to any users.










Table 2.2: Examples of possible information impact categories

		Category

		Definition



		None

		No information was exfiltrated/leaked, disclosed, changed, deleted, used, or disclosed by or for unauthorized persons or purposes, or otherwise compromised. 



		Privacy Breach

		Sensitive personally identifiable information (PII) of taxpayers, employees, beneficiaries, etc., was accessed or exfiltrated/leaked, or protected health information (PHI) of individuals was used or disclosed by or for unauthorized persons or purposes, or otherwise compromised. 



		Proprietary Breach

		Unclassified proprietary information, such as protected critical infrastructure information (PCII), was accessed, exfiltrated/leaked, or used or disclosed by or for unauthorized persons or purposes. 



		Integrity Loss

		Sensitive or proprietary information was changed or deleted accidentally or intentionally. 







 Table 2.3: Examples of recoverability effort categories

		Category

		Definition



		Regular

		Time to recovery is predictable with existing resources



		Supplemented

		Time to recovery is predictable with additional resources 



		Extended

		Time to recovery is unpredictable; additional resources and outside help are needed



		Not recoverable

		Recovery from the incident is not possible (e.g., sensitive data exfiltrated/leaked and posted publicly); launch investigation. 
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SECTION 3
Breach Notice Criteria

Certain types of breaches carry legal notification responsibilities. This section includes information about breach notification statutes and rules according to Ohio law and federal laws and regulations. 

Table 3.1: Ohio legal requirements for breach notices

		Breach Notice

		Citation

		Requirement

		Notes



		Security breach of computerized personal information data

		Ohio Revised Code 1347.12 Agency Disclosure of Security Breach of Computerized Personal Information Data

		Report any breach of system security, after discovering or receiving notification of the breach, to any individual whose sensitive personal information was, or is reasonably believed to have been, acquired by an unauthorized person or to the data owner immediately. 

		







Table 3.2: Federal legal requirements for breach notices

		Breach Notice

		Citation

		Requirement

		Notes



		HIPAA

		45 CFR §164.404

		Notify individual or Covered Entity of a breach of unsecured protected health information which poses a significant risk of financial, reputational, or other harm to the individual. Individual notice must contain certain mandatory media notices (involving 500 or more individuals) as soon as possible but no later than 60 days from discovery of the breach.

		Applies only to HIPAA Covered Entities and HIPAA-protected health information. A Business Associate of a Covered Entity is required to notify the Covered Entity as soon as possible but no later than 60 days from the discovery of the breach. Contracting for a shorter time is a best practice. 



		Family Educational Rights and Privacy Act (1974)

		20 USC §1232g, 34 CFR Part 99

		None. FERPA guidance recommends having breach response plans.

		Applies to educational institutions regarding the privacy of personally identifiable information contained in education records of students. Consent generally is required to disclose education records. 
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SECTION 4
Post-Incident Checklist

The Computer Security Incident Handling Guide (NIST 800-61) provides advisement on event analysis activities. Per section 3.4.1 (Lessons Learned) and section 3.4.2 (Using Collected Incident Data) relevant factors for post-incident and root cause analysis include: 

1) Learning and improving. Incident Response Teams should hold “lessons learned” meetings with all involved parties after a major incident, and optionally periodically after lesser incidents as resources permit to improve security measures and incident handling processes. Questions to be answered in these meetings include:

a. Exactly what happened, at what times? 

b. How well did staff and management perform? Were documented procedures followed? Were procedures adequate?

c. What information was needed sooner?

d. Were any steps or actions taken that might have inhibited the recovery?

e. What would staff and management do differently the next time a similar incident occurs? 

f. How could information sharing with other organizations have been improved? 

g. What corrective actions can prevent similar incidents in the future? 

h. What precursors or indicators should be watched for in the future to detect similar incidents?

i. What additional tools or resources are need to detect, analyze, and mitigate future incidents? 

2) Follow-up reporting. An important post-incident activity is creating a follow-up report for each incident. Report considerations include: 

a. Creating a formal event chronology (including time-stamped information from systems);

b. Compiling a monetary estimate of the amount of damage the incident caused;

c. Retaining follow-up reports as specified in retention policies.

3) Data collected. Organizations collect data that is actionable and decide what incident data to collect based on reporting requirements and perceived value of data collected. Information of value includes number of incidents handled and relative ranking for event types and remediation efforts, and amount of labor and time elapsed for and between each phase of the event. 

4) Root Cause Analysis. Organizations performing root cause analysis should focus on relevant objective assessment activities including: 

a. Reviewing of logs, forms, reports, and other incident documentation;

b. Identifying recorded precursors and indicators;

c. Determining if the incident caused damage before it was detected;

d. Determining if the actual cause of the incident was identified;

e. Determining if the incident is a recurrence of a previous incident;

f. Calculating the estimated monetary damage from the incident;

g. Measuring the difference between initial impact assessment and the final impact assessment; and

h. Identifying measures, if any, that could have prevented the incident. 	




[bookmark: _Toc394042361]SECTION 5
Incident Response Team Templates

Included in this section are templates relevant to the operation of the district Incident Response Team: the title and contact page for the plan’s sponsor/owner, a sample charter, a membership list listing important roles, an example record of meeting minutes, a post-meeting action list, and a list of important contact information. The plan sponsor or owner is responsible for modifying these templates for the incident response team’s purposes. Brackets indicate where the IR Lead should customize to reflect the agency. 




[bookmark: _Toc394042362]6.1	Title and Contact Information for Plan Sponsor/Owner











District Name



Information Privacy or Security Incident Response Plan











For questions or further information, please contact: 









		

		Name

		Phone

		Email



		Sponsor 

		XXXXX

		XXXX

		XXXX



		Owner

		XXXXX

		XXXX

		XXXX











“Sponsor” is the executive responsible for compliance

“Owner” is the owner of this document
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Information Privacy or Security Incident Response Team Charter

Charter Purpose:

This Incident Response Team (the “IRT”) Charter establishes membership, subject matter experts, roles, responsibilities, and activities of the district IRT to respond to an actual or suspected information privacy or security event/incident.

IRT Mission:

The IRT mission is, first, to prevent incidents by reasonably anticipating, detecting, and planning for actual and suspected privacy or security events; and second, to respond to and mitigate privacy or security events. 

Overview: 

The Incident Response Team (the “IRT”) is a standing team of internal personnel established by the Superintendent with expertise in responding to a significant actual or suspected privacy or security event or incident. The IRT operates on behalf of the district and engages, informs, and receives support from the Superintendent. There is a set protocol to initiate the IRT activities in response to an actual or suspected event/incident. Once activated, the IRT has authority to request cooperation and establish event response priorities which may supersede daily business responsibilities or require attention outside normal business hours. 

Responsibilities and Roles: 

Responsibilities:

1) Anticipate and prepare the district for privacy or security events/incidents which can be reasonably anticipated;

2) Respond to actual or suspected events/incidents on behalf of the district as needed, with activities such as:

a. Triage (see section 2);

b. Communication, internal and external, as needed according to the district’s communications protocol

c. Track and document IRT activities and discoveries; and

d. Prepare post-event/incident analysis and lessons learned. 

Examples of significant events/incidents within IRT responsibility: 

Uncontained or escalating malware attack on system (computer virus, worm, bot, or Trojan);

Abuse, theft, misuse, or loss of data or hardware (including unauthorized use, disclosure, or access to computer accounts, systems, or data; hacking; human error);

Improper use or disclosure of information or information resources as outlined in the district’s standards or contracts including e-mail, equipment, Internet, and acceptable data use which includes human resources or contractor misuse or error; 

Many individuals or a large amount of sensitive data impacted; or 

Events likely to be high-profile or create a significant risk of individual harm (e.g., risk of financial harm, reputational harm, or medical identity theft). 

Roles:

1) The IRT Lead. The Lead of the IRT may:

a. Be designated by and reporting to the district Superintendent. The IRT is led by the district Director of Technology or his or her designee.

b. Declare an incident 

c. Establish, maintain, and update written IRT protocols or incident response plans

d. Identify roles and responsibilities for IRT standing members

e. Request or designate ad hoc members for particular events as needed

f. Request cooperation / establish event response priorities which may supersede daily business responsibilities or require attention outside normal business hours

2) IRT Standing Members. The standing members include named individuals or representatives. 

3) Ad hoc Members or Subject Matter Experts. Ad hoc members or Subject Matter Experts may be designated as ad hoc resources by the IRT Lead. 
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The following table contains contact information for current IRT members. Please note that, in some cases, a member listed below may have designated another agency employee to represent him or her. Also, while the IRT generally is composed of standing members, under certain circumstances the formation of an ad hoc group may be necessary. 

Standing IRT Membership Contact Information - Confidential

		Standing Members

		Name

		Phone

		Email

		After-hours contact



		IRT Lead/Director of Technology

		xxxxxxx

		xxxxx

		xxxxx

		xxxxxx



		Other the district Employees - TBD

		xxxxxxx

		xxxxx

		xxxxx

		xxxxxx



		Other the district Employees - TBD

		xxxxxxx

		xxxxx

		xxxxx

		xxxxxx



		Other External Members - TBD

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		Legal Counsel to the IRT – to avoid losing attorney-client privilege, do not list legal as a member

		

		

		

		







Ad Hoc IRT Members – as may be situationally necessary, examples below:

		Ad hoc Members

		Name

		Phone

		Email

		After-hours contact



		ACCESS IT Director

		xxxxxx

		xxxxxxx

		xxxxxx

		xxxxxx



		

		xxxxxx

		xxxxxxx

		xxxxxx

		xxxxxx



		Ohio Department of Education

		

		

		

		



		[Third parties, e.g., contractor]

		

		

		

		



		

		

		

		

		



		Ohio Attorney General’s Office - BCI

		

		740- 845-2000

		BCI@OhioAttorneyGeneral.gov

		



		Ohio Auditor of State’s Office – Legal Counsel

		

		800-282-0370

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		Others as may be required

		

		

		

		



		

		

		

		

		









Note 1: Standing members are relatively static; ad hoc members are designated for each incident.

Note 2: After hours contact information is critical to incident handling. 
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CONFIDENTIAL

SAMPLE: Meeting Minutes for the district IRT Meeting ___, 20__

Purpose: The purpose of this message is to provide updates regarding the IRT activities in response to confirmed privacy and/or security incidents involving personal or confidential information that is protected by state and/or federal law. This alert provides up-to-the-moment information and recommendations for immediate action. This Alert will be regularly updated as more information becomes available.  

		Summary



		Brief incident summary:



		Participants



		IRT Members Present:



IRT Members Not in Attendance:



Guests:



		Current Updates



		1. 



2. 



3. 







		Prior Updates



		1. 



2.



3.





		Next Steps



		1.



2.

 



		Next Scheduled Meeting



		







__:00, _. m., ___. ___, 20__

Location:

Conference No.: ____________________ Access Code: ______________________


[bookmark: _Toc394042366]6.5	IRT Action List

SAMPLE: IRT: Identification Name or Number

Action Items Status

Current Updates as of ___. __, 20__

		Item

		Date

		Action

		Assigned To

		Status



		1.

		

		

		

		



		2.

		

		

		

		



		3.

		

		

		

		



		4.

		

		

		

		



		5.

		

		

		

		



		6.
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IRT State Government Contact Information (if applicable)

		Entity

		Contact/Role

		Phone

		Email
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Additional Templates

Included in this section are additional guidelines and templates which may be of use to the Incident Response Team.


[bookmark: _Toc394042370]7.1	Internal Management Alert Template

NOTICE: The information contained in this message and any attachment to this message are confidential under state or federal law and may be protected by attorney-client privilege. If you have received this message in error, please immediately notify the sender of this e-mail, then delete or destroy it and any attachment(s). Thank you.  

Agency Data Security Incident Alert

Purpose: The purpose of this message is to inform you of a suspected or confirmed privacy and/or security incident involving personal information that is protected by state and/or federal law. This alert provides up-to-the-moment information and recommendations for immediate action, and will be regularly updated as more information becomes available.  

		Summary



		Brief incident summary:



		Immediate Recommendations:



		1. 



2. 



3. 







		Next Steps:



		1. 



2. 



3. 







		Next Scheduled Update:



		[Time/Day/Date or “As conditions warrant”]
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<Date>





<<Title>> <<First Name>> <<Last Name>>



<<Address>>



<<City>>, <<State>>. <<Zip>>





Dear <<Title>> <<Last Name>>:





Your name and certain personal information was _____________. This means that information may have been exposed without your authorization or the authorization of the district. We apologize for any inconvenience this offers you. [Although there is no evidence that any information has been misused, the state is providing you with free credit monitoring coverage.]



[Describe the incident and what the agency is doing to mitigate the incident.]



We are committed to helping you safeguard your information. [the district is providing you with free credit monitoring and identity theft services for one year. This service includes an insurance policy of up to $[__] in identity theft coverage, a year of [name of Agency’s contracted Breach Management Vendor product] coverage, and a full-service identity restoration team to guide you through the recovery process if anyone tries to misuse your information. You must enroll to take advantage of this free service.] 



We have set up a website that will help you protect your information and will provide you with updates on this matter. You may also call [name of Agency’s contracted Breach Management Vendor] to ask for help in keeping your data safe. If you are enrolling a minor child, you will need to call [Breach Management Vendor] to process their enrollment manually. Child enrollment cannot be conducted online. 



We recommend that you also take the following steps to protect your identity: 

Contact one of the national credit reporting agencies below and ask for a fraud alert on your credit report. The agency will alert all other agencies. Remember to renew these fraud alerts every 90 days. The state does not have authority to do this for you, as the credit bureaus must have your permission to set up the alerts.

The credit reporting agencies do not knowingly maintain credit files on children under the age of 18. You may contact each agency to determine if a child has a file or if the child’s information has been misused:



		Equifax

P.O. Box 740241

Atlanta, GA 30374

		

www.fraudalerts.equifax.com

Fraud Hotline (toll-free): 1-877-478-7625



		Experian

P.O. Box 2002

Allen, TX 75013

		

www.experian.com

Fraud Hotline (toll-free): 1-888-397-3742



		TransUnion

P.O. Box 6790

Fullerton, CA 92834

		

www.transunion.com

Fraud Hotline (toll-free): 1-800-680-7289

Report fraud: fvad@transunion.com







Request a copy of your credit report from the credit reporting agencies and carefully review the reports for any activity that looks suspicious.

Monitor your [bank account activity / health care records / medical insurance company explanation of benefits] to ensure there are no transactions or other activity that you did not initiate or authorize. Report any suspicious activity in your records to your [bank / health care provider / health insurance company’s privacy officer]. 

Report any suspicious activities on your [credit reports or bank account / health care or health insurance records] to your local police or sheriff’s office and file a police report. Keep a copy of this police report in case you need it to clear your personal records.

Learn about the Federal Trade Commission’s identity theft programs by visiting www.ftc.gov/bcp/edu/microsites/idtheft or by contacting the Federal Trade Commission’s toll-free Identity Theft helpline at 1-877-ID-THEFT (1-877-438-4339); TTY: 1-866-653-4261. 

[Enroll in free credit monitoring and identity theft services provided by the the district. There is no cost to you for the service, but you must enroll. You can enroll online at ________ or by contacting [Agency’s contracted Breach Management Vendor’s] Customer Care Center toll-free at _____________.]

[To enroll your minor child, please call [Agency’s contracted Breach Management Vendor’s] Customer Care Center at ________ to manually enroll them. Child enrollments cannot be conducted online.] 

Monitor the website at [Agency’s contracted Breach Management Vendor’s agency / Agency’s own site] for periodic updates.




the district regrets that this action is necessary. Please be assured that we are committed to helping you protect your credit and identity and in ensuring that your information is safe and secure. 



If you have any questions please call [Agency contact] at _______ or contact by email at ________. 





Sincerely,





Name
Superintendent
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In the event that you choose to notify the public at large, the information in your notice should mirror the information contained in the breach notice to individuals affected (section 7.3). Media notice may be legally required; please see Breach Notice Criteria. A media notice should be developed through your usual public communication processes and contain the following information: 

Brief description of the details of the event

Description of the individuals affected in the aggregate

Description of actions taken by the agency

Statement as to whether evidence indicates the data may have been misused

Contact information for questions

<Local Newspaper Outlets>
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		Resource

		Services

		Contact Information



		Ponemon Institute

		Conducts independent research on privacy, data protection, and information security policy. 

		http://www.ponemon.org/index.php 



		Credit Bureaus

		Collects reported consumer credit for purposes of credit risk assessment and scoring or other lawful purposes. Consumers may request a 90-day or 7-year fraud alerts be attached to their credit bureau files by contacting one credit bureau which will in turn notify other bureaus. A credit freeze must be requested from each bureau. 

		Equifax:

P.O. Box 740241

Atlanta, GA 30374

Fraud Hotline (toll-free): 

1-877-478-7625

www.fraudalerts.equifax.com 



Experian

P.O. Box 2002

Allen, TX 75013

Fraud Hotline (toll-free):

1-888-397-3742

www.experian.com 



TransUnion

P.O. Box 6790

Fullerton, CA 92834

Fraud Hotline (toll-free):

1-800-680-7289

www.transunion.com 

Email to report suspected fraud: 

fvad@transunion.com 



Annual Credit Report Request Service

P.O. Box 105281

Atlanta, GA 30348-5281

1-877-322-8228

http://www.ftc.gov/freereports

www.AnnualCreditReport.com










[bookmark: _Toc394042378]SECTION 9
Legal References

This section covers a list of federal and state laws establishing relevant standards for types of confidential data, including a brief summary and a citation. The list is not comprehensive; please refer to legal counsel for other relevant laws.  

[bookmark: _Toc394042379]9.1	Ohio Laws and Regulations for Data Privacy and Security

1347.12 Agency Disclosure of Security Breach of Computerized Personal Information Data (excerpts)

(1) Any state agency or agency of a political subdivision that owns or licenses computerized data that includes personal information shall disclose any breach of the security of the system, following its discovery or notification of the breach of the security of the system, to any resident of this state whose personal information was, or reasonably is believed to have been, accessed and acquired by an unauthorized person if the access and acquisition by the unauthorized person causes or reasonably is believed will cause a material risk of identity theft or other fraud to the resident. The disclosure described in this division may be made pursuant to any provision of a contract entered into by the state agency or agency of a political subdivision with any person or another state agency or agency of a political subdivision prior to the date the breach of the security of the system occurred if that contract does not conflict with any provision of this section. For purposes of this section, a resident of this state is an individual whose principal mailing address as reflected in the records of the state agency or agency of a political subdivision is in this state.

(2) The state agency or agency of a political subdivision shall make the disclosure described in division (B)(1) of this section in the most expedient time possible but not later than forty-five days following its discovery or notification of the breach in the security of the system, subject to the legitimate needs of law enforcement activities described in division (D) of this section and consistent with any measures necessary to determine the scope of the breach, including which residents' personal information was accessed and acquired, and to restore the reasonable integrity of the data system.

(C) Any state agency or agency of a political subdivision that, on behalf of or at the direction of another state agency or agency of a political subdivision, is the custodian of or stores computerized data that includes personal information shall notify that other state agency or agency of a political subdivision of any breach of the security of the system in an expeditious manner, if the personal information was, or reasonably is believed to have been, accessed and acquired by an unauthorized person and if the access and acquisition by the unauthorized person causes or reasonably is believed will cause a material risk of identity theft or other fraud to a resident of this state.

(D) The state agency or agency of a political subdivision may delay the disclosure or notification required by division (B), (C), or (F) of this section if a law enforcement agency determines that the disclosure or notification will impede a criminal investigation or jeopardize homeland or national security, in which case, the state agency or agency of a political subdivision shall make the disclosure or notification after the law enforcement agency determines that disclosure or notification will not compromise the investigation or jeopardize homeland or national security.

(E) For purposes of this section, a state agency or agency of a political subdivision may disclose or make a notification by any of the following methods:

(1) Written notice;

(2) Electronic notice, if the state agency's or agency of a political subdivision's primary method of communication with the resident to whom the disclosure must be made is by electronic means;

(3) Telephone notice;

(4) Substitute notice in accordance with this division, if the state agency or agency of a political subdivision required to disclose demonstrates that the agency does not have sufficient contact information to provide notice in a manner described in division (E)(1), (2), or (3) of this section, or that the cost of providing disclosure or notice to residents to whom disclosure or notification is required would exceed two hundred fifty thousand dollars, or that the affected class of subject residents to whom disclosure or notification is required exceeds five hundred thousand persons. Substitute notice under this division shall consist of all of the following:

(a) Electronic mail notice if the state agency or agency of a political subdivision has an electronic mail address for the resident to whom the disclosure must be made;

(b) Conspicuous posting of the disclosure or notice on the state agency's or agency of a political subdivision's web site, if the agency maintains one;

(c) Notification to major media outlets, to the extent that the cumulative total of the readership, viewing audience, or listening audience of all of the outlets so notified equals or exceeds seventy-five per cent of the population of this state.

(5) Substitute notice in accordance with this division, if the state agency or agency of a political subdivision required to disclose demonstrates that the agency has ten employees or fewer and that the cost of providing the disclosures or notices to residents to whom disclosure or notification is required will exceed ten thousand dollars. Substitute notice under this division shall consist of all of the following:

(a) Notification by a paid advertisement in a local newspaper that is distributed in the geographic area in which the state agency or agency of a political subdivision is located, which advertisement shall be of sufficient size that it covers at least one-quarter of a page in the newspaper and shall be published in the newspaper at least once a week for three consecutive weeks;

(b) Conspicuous posting of the disclosure or notice on the state agency's or agency of a political subdivision's web site, if the agency maintains one;

(c) Notification to major media outlets in the geographic area in which the state agency or agency of a political subdivision is located.

(F) If a state agency or agency of a political subdivision discovers circumstances that require disclosure under this section to more than one thousand residents of this state involved in a single occurrence of a breach of the security of the system, the state agency or agency of a political subdivision shall notify, without unreasonable delay, all consumer reporting agencies that compile and maintain files on consumers on a nationwide basis of the timing, distribution, and content of the disclosure given by the state agency or agency of a political subdivision to the residents of this state. In no case shall a state agency or agency of a political subdivision that is required to make a notification required by this division delay any disclosure or notification required by division (B) or (C) of this section in order to make the notification required by this division.

[bookmark: _Toc394042380]9.2	Federal Laws and Regulations for Data Privacy and Security

		Health Insurance Portability and Accountability Act (HIPAA) (1996) 

		HIPAA contains the following provisions regulating the use and disclosure of protected health information: 

Privacy Rule protects the privacy of individually identifiable health information;

Security Rule sets national standards for the security of electronic protected health information;

Breach Notification Rule requires covered entities and business associates to provide notification following a breach of unsecured protected health information;

Enforcement providing civil and criminal penalties for violation; and

Patient Safety Rule protects identifiable information being used to analyze patient safety events and improve patient safety. 

		HIPAA (1996);





		Health Information Technology for Economic and Clinical Health Act (HITECH) (2009)



		HITECH amended HIPAA in 2009 with interim regulations, expanding direct liability to HIPAA Business Associates and requiring Covered Entities and Business Associates to report data breaches to those affected individuals through specific breach notification requirements.

		HITECH (2009) (ARRA Title XIII)



		HIPAA Omnibus Regulations (2013)

		These regulations made substantial changes to HIPAA:

The Omnibus Regulations finalized the interim HITECH regulations;

Made Business Associates directly liable for certain Privacy and Security requirements;

Enacted stronger prohibitions on marketing (opt-out) and sale of Protected Health Information (PHI) without authorization;

Expanded individuals’ rights to receive electronic copies of PHI;

Allowed individuals the right to restrict disclosures to a health plan concerning treatment for which the individual has paid out-of-pocket in full;

Required Notice of Privacy Practices updates and redistribution;

Changed authorization related to research and disclosure of school proof of child immunization and access to decedent information by family members or others;

Enhanced enforcement in many ways, including addressing the enforcement against noncompliance with HIPAA Rules due to willful neglect;

Finalized the rule adopting changes to the HIPAA Enforcement Rule to incorporate tiered, mandatory penalties up to $1.5 million per violation; and

Finalized rule adopting GINA and prohibited most health plans from using or disclosing genetic information for underwriting purposes, as proposed in Oct. 2009. 

		45 CFR Parts 160-164



		Family Educational Rights and Privacy Act (FERPA) (1974)

		FERPA creates a right of privacy regarding grades, enrollment, and billing information. Specifically, this information may not be released without prior consent from the student. In addition to safeguarding individual student records, the law also governs how state agencies transmit testing data to federal agencies. 



		20 USC § 1232G;

34 CFR Part 99



		Federal Information Security Management Act (FISMA) (2006)

		Federal legislation that assigns specific responsibilities to federal agencies, the National Institute of Standards and Technology (NIST), and the Office of Management and Budget (OMB) to provide for the strengthening of information security systems. Specifically, the Act requires heads of each agency to implement policies and procedures to effectively and efficiently drive down IT security issues to acceptable levels through a defined framework by which federal government agencies would ensure the security of information systems controlled by either the agency or one of its contractors on behalf of a federal agency. The framework is further defined by the standards and guidelines set forth by NIST. 



		44 USC §§ 3541-3549



		Internal Revenue Service Statute and Regulation

		Through Publication 1075, the IRS has created a framework by which Federal Tax Information (FTI) and Personally Identifiable Information (PII) is protected from public disclosure. To ensure the safety of such data, receiving agencies and/or entities must have proper safeguards in place. Federal code requires external agencies and other authorize recipients of federal tax return and return information (FTI) to establish specific procedures to ensure the adequate protection of the FTI they receive. In addition, the same section of the Code authorizes the IRS to suspend or terminate FTI disclosure to a receiving agency or other authorized recipient if misuse or insufficient FTI safeguards are found. In addition to criminal sanctions, the Internal Revenue Code prescribes civil damages for unauthorized disclosure and, when appropriate, the notification to affected taxpayers that an unauthorized inspection or disclosure has occurred. 



		Publication 1075;

IRC Section 6103(p)(4);

26 USC §6103(p)(4)



		Social Security Administration (SSA) Statute and Regulation

		Much of the information SSA collects and maintains on individuals is especially sensitive, therefore prior to disclosing of such information, SSA must look to the Privacy Act of 1974, 5 USC Section 552a, FOIA, 5 USC Section 1106 of SSA, 42 USC Section 1306. SSA employees are prohibited from disclosing any information contained in SSA records unless disclosure is authorized by regulation or otherwise required by federal law. SSA may only disclose personal records (PII) when the individual to whom the record pertains provides written consent or when such disclosure falls into one of the several narrowly-drawn exceptions. 



		Privacy Act of 1974; 

5 USC Section 552a;

FOIA; 

5 USC §1106 (SSA); 

42 USC §1306



		National Institute of Standards and Technology (NIST)

		NIST develops and issues standards, guidelines, and other publications to assist federal agencies in implementing FISMA and to help with managing cost effective programs to protect their information systems and the data stored on the systems. NIST Special Publication 800-53 covers the steps in the Risk Management Framework that address security control selection for federal information systems in accordance with the security requirements in FIPS 200. The security rule covers 17 areas, including control, incident response, business continuity, and disaster recoverability. A key part of the certification and accreditation process for federal information systems is selecting and implementing a subset of the controls. Agencies are expected to comply with NIST security standards and guidelines. 



		NIST 800-53 rev. 4;

FIPS 200



		Criminal Justice Information Services (CJIS)

		CJIS is a division of the FBI that compiles data provided by law enforcement agencies across the United States. CJIS is the world’s largest repository of criminal fingerprints and history records which can be accessed and searched by law enforcement to enable the quick apprehension of criminals. The responsibility of CJIS extends to the Integrated Automated Fingerprint Identification System (IAFIS), the National Crime Information Center (NCIC), and the National Incident-Based Reporting System (NIBRS). In addition to its many responsibilities in the coordination and sharing of criminal data, CJIS promulgates the CJIS Security Policy, which is meant to provide appropriate controls to protect the full lifecycle of criminal justice information (CJI). The CJIS Security Policy provides guidance for the creation, viewing, modification, transmission, dissemination, storage, and destruction of CJI data. The policy applies to every individual – contractor, private entity, noncriminal justice agency representatives, or members of a criminal justice entity – with access to, or who operate in support of, criminal justice services and information. 



		CJIS Security Policy,

TGC § 552.108



		

		

		



		Computer Fraud and Abuse Act (CFAA) 

		CFAA is a federal law passed to address computer-related crimes. The Act governs cases with a compelling federal interest; where computers of the federal government or certain financial institutions are involved; where the crime is interstate in nature; or where computers are used in interstate and foreign commerce. The CFAA defines “protected computers” as those exclusively used by financial institutions or the US Government, or when the conduct constituting the offense affects the use by or for the financial institution or the federal government, or those computers which are used in or affecting interstate or foreign commerce or communication. 



		18 USC §1030












Computer- and/or Server-Related Disaster Recovery Plan - Introduction and Overview

When a computer and/or server-related disaster-level disruption of service occurs, it is imperative that the district follow documented procedures for responding to and processing the incident. This plan is intended to contain the procedures and plans for such incidents when they occur. The Plan will be in both hard copy and electronic formats and will be readily available to any standing member of the IRT team.



Off-Site Storage and Backups

Provide description ………

Disaster Agreement

Provide description ………



Recovery Plan 

Provide description ………

Contact List

The following agencies/individuals will be contacted as soon as possible, as per the need of their services. 

District Contacts

Names, email, phone (office, home, mobile)

Insurance Contact (Cyber)

Names, email, phone (office, home, mobile)

Insurance Contact (Property)

Names, email, phone (office, home, mobile)

Attorneys				

Names, email, phone (office, home, mobile)

IT Vendor 

Names, email, phone (office, home, mobile)


ACCESS Contact
Lisa Smith, Executive Director
Patrick Rager, Director of Technology

HCC – Hamilton Clermont Cooperative Incident Response Plan | June 2017

Confidential. May also be subject to Attorney-Client Privilege and other privileges and protections. 	1

District Name | Incident Response Plan and Disaster Recovery Plan – Date

Confidential. May also be subject to Attorney-Client Privilege and other privileges and protections. 	2



ACCESS FIBER UPDATES
▪ The Fiber Plant provides services to…

▪ Schools, libraries, hospitals, police departments, municipalities and local 
businesses.

▪ Fiber Update – Current Projects
▪ Horizon Overlash Project – Ongoing

▪ ODOT Construction Projects – Culvert repairs, etc. - Ongoing

▪ Pole Transfers – Storms, constructions, etc. - Ongoing

▪ Boardman Bus Garage – Completed

▪ Struthers Stadium – Completed

▪ Boardman Stadium - Quoting

▪ Columbiana County EOC – In Progress



Network Services (project updates)
▪ Fiber Update – OUPS Locates – In parallel
▪ Locates – Access to take the initial calls regarding fiber plant locates

▪ Internal Projects – Redundancy / Testing - Complete
▪ Internet edge redesign
▪ Oarnet connectivity
▪ Network Core
▪ VOIP
▪ Storage and Virtual Server

▪ Fiscal Redesign – Performance - Complete
▪ Upgraded hardware

▪ VOIP Infrastructure - Complete
▪ West Branch & Canfield onboarded

▪ Web Filtering– Securly - Complete
▪ All districts cutover
▪



▪ Isolated fiscal network
▪ Segment fiscal resources from the district LAN
▪ Provide access to only required systems
▪ All processing must be done on a dedicated station

▪ KnowBe4 district training
▪ Scheduled training for staff to keep current on the latest threats 
▪ Email campaigns to test end users

▪ Witfoo – Security Information and Event Management (SIEM)
▪ software solution that aggregates and analyzes activity from many 

different resources across your entire IT infrastructure.

NETWORK SERVICES – Security Initiatives



ACCESS ITC Site Review
▪Monday, November 18th and Tuesday, November 19th (for Board of Directors)

▪ Focus Groups from all departments will be met with
▪ Formal presentation will be presented to the ACCESS Board of Directors on Tuesday

Day 1
Time Purpose Location Notes

9a Team gathers "Headquarters" space for the team
9:30a Meet with ITC Director Usually in team HQ
10a Large group customer focus group Need to accommodate 30+ people
11a Superintendents Conference room (can be HQ)

11:45a Gov Board Chairperson Small private office or same as above
11a Small group - Treasurers/Fiscal Customers
11a Small group - Tech Coordinators 
11a Small group - EMIS/SIS Customers
11a Small group - INFOhio Customers
12 Team lunch and work sessioin Team HQ

1:30p Meet with ITC Director/Leadership Typically in Director's Office
1:30p Meet with ITC Fiscal Officer Small private office or conference room
1:30p Meet w/ ITC Technical Staff Conference room
2:45p Meet w/ ITC Staff (Student and EMIS) Conference room
2:45p Meet w/ITC Staff (Fiscal) Conference room
2:45p Meet w/ITC Staff (INFOhio, office assistant, other) Conference room

Day 2
10a Meet with Board Need space to accommodate board and review team

These four groups can meet in corners of the large 
room or in separate rooms depending on space 
availability


Room List

		Day 1

		Time		Purpose		Location		Notes

		9a		Team gathers				"Headquarters" space for the team

		9:30a		Meet with ITC Director				Usually in team HQ

		10a		Large group customer focus group				Need to accommodate 30+ people

		11a		Superintendents				Conference room (can be HQ)

		11:45a		Gov Board Chairperson				Small private office or same as above

		11a		Small group - Treasurers/Fiscal Customers				These four groups can meet in corners of the large room or in separate rooms depending on space availability

		11a		Small group - Tech Coordinators 

		11a		Small group - EMIS/SIS Customers

		11a		Small group - INFOhio Customers

		12		Team lunch and work sessioin				Team HQ

		1:30p		Meet with ITC Director/Leadership				Typically in Director's Office

		1:30p		Meet with ITC Fiscal Officer				Small private office or conference room

		1:30p		Meet w/ ITC Technical Staff				Conference room

		2:45p		Meet w/ ITC Staff (Student and EMIS)				Conference room

		2:45p		Meet w/ITC Staff (Fiscal)				Conference room

		2:45p		Meet w/ITC Staff (INFOhio, office assistant, other)				Conference room

		Day 2

		10a		Meet with Board				Need space to accommodate board and review team





Schedule

				On-Site Day 1 - November 18, 2019

				9:30 AM - 9:55 AM		Full review team gathers, meets with ITC Director to review schedule, assignments, and coordinate rooms 
()     												Full Team

				10 AM - 11 AM		Full review team meets with single large group of ITC customers 
()                                                                                                                                                                                              

						Small Group Breakout Sessions with Customers. 

				11 AM - 12 PM		Gov Board Chairperson 
() 
Geoff                                                  		 Superintendents/Administrators
()
				Student/EMIS/INFOhio
()   
		Treasurers-Fiscal
() 
		Technology Directors
()  
		One or two team members per session

				12 PM - 1:30 PM		Lunch on site.  Team meets to reflect on morning and determin specific points to discuss during afternoon sessions. 
Opportunity for team members to review email, etc.   ()                                                          												Full Team

						Small Group Meetings with ITC Staff

						Geoff and Paul				Andrew and 				Laurie and Terri 				Two team members per session

				1:30 PM - 2:30 PM		Meet w/ ITC Director/Leadership
()  				Meet w/ Fiscal Officer
()  				Technical Staff
()                             

				2:45 PM - 3:45 PM		Meet w/ Student and EMIS Support
() 				Meet w/ Fiscal Support Team
()  				Meet w/ INFOhio and ?
()  

				4 PM - 4: 30 PM		Tour the facility												Full Team

				4:30 PM - 4:45 PM		Follow-up with ITC Director (as needed) ()  



				5pm - 7:30pm		Travel to hotel, check-in, refresh, team meets for dinner (or work some, then dinner)												Full Team



				7:30 - 8:15 PM		Individual Work time -- complete checklist asignment and outline (bullet list) your asigned report section(s)												Full Team

				8:15 - 11 PM		Report out, create board presentation, coordinate next steps, determine timeline/deadlines

				On-Site Day 2 - November 19, 2019

				10 - 11:00 AM		Report to ITC Board 
()                                                                                                                                                                                                                                                                                                                                                                                                    												Full Team

				11:00 AM		Depart for Home



&"Calibri (Body),Regular"&14FY20 Site Review - ACCESS
Schedule of On-Site Activities	







	






493 Bev Road, Unit 1
Boardman, Ohio  44512
330-702-7860

http://www.access-k12.org

ACCESS Council

Thank you for attending!

Next Assembly Meeting
April, 2020
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